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Secure Edge Connections

CONNECT TO THE ACUMERA NETWORK

Acumera offers network connectivity that is PCI-
compliant and EMV-ready, providing app-enabled
connections to enhance and extend your network. We
deliver expert technical support to ensure the Chevron
payment process is not only reliable but also secure
and accessible.

Our clients can concentrate on expanding their
businesses while entrusting us with the management
of their network. We specialize in purpose-built services
tailored for C-Stores, offering features such as remote
systems visibility, robust data security, and simplified
compliance tools.

With a track record dating back to 2002, Acumera has
earned the trust of over 50,000 sites as a reliable and
dedicated network partner.

Benefits

24x7 SUPPORT CENTER
Proactively address network issues in
real-time

Link between distant devices or networks

él? SECURE CONNECTIVITY
with accessibility and security

QUICK + EASY INSTALLATION
Overnight or standard delivery with easy
to use documentation, videos, and app
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512.687.7410

FAST AND EASY SETUP

PCI 4.0 CERTIFIED
Comprehensive PCI attestation of
compliance from Level 1 provider

MNSP CERTIFIED
PCI compliant secure access between
your POS and vendor support network

VISIBILITY
Ability to see the health of all devices on
your network within one dashboard

3307 Northland Dr., Suite 500, Austin, TX 78731



SECURE, RELIABLE, CUSTOMER PAYMENT, LOYALTY, AND NETWORK CONNECTIONS
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Acumera Provided Managed Switch

AcuVigil provides visibility into each

Pin Pad Outdoor Invenco Back-Office  Back Office Cameras
Payment Edge Software Computer

AcuVigil™ Dashboard Access

Secure network access for customers, and
visibility for all your connected devices down to
the port level

AcuLink™ Remote Access Service
Establishes PCI compliant connections for store
operators and third-party service providers

Verifone Commander
One-Time Password
Improve operational efficiency by visualizing the

Verifone Commander One-Time password (OTP)
through the AcuVigil dashboard

Automatic Cellular Failover
Provides backup internet connectivity in case of
primary service outage

Certified MNSP Firewall Service
Segments and protects your payment card
environment from the rest of your network

Verifone Commander POS Backup
Daily cloud backups preserves your crucial data
and POS config files up to 180 days in the past

PCI Tools

Industry's most thorough Attestation of
Compliance, help desk, and customer portal for
assistance with PCI Self-Assessment

Internal Vulnerability Scanning
Monthly network scans identify any
vulnerabilities more quickly, enhances essential
network defense.

Secure Access for Gilbarco and
Verifone Help Desk

POS vendor’s help desk is able to securely access
network for troubleshooting

ATG Tank Monitoring
Enables ATG data connections to your AcuVigil
Dashboard and your fuel telematics provider

External Vulnerability Scanning

) Monthly external scans identify any vulnerabilities
= more quickly. Acumera provides a network

680 Attestation of scan Compliance (and rescans), for
PCI compliance

Web Filter Service

Protect users from online threats by filtering and
blocking malicious content (phishing / malware)
for a more secure network
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Reap the benefits of Secure, Reliable, Customer Payment, and Loyalty Connections

TO ORDER Contact Acumera at 512.687.7410 or sales@acumera.com
MORE INFORMATION Visit our website here www.acumera.com

24x7 Proactive Network Support
Our Customer Service Center (CSC) monitors your networks around the clock and provides network trouble-
shooting and problem resolution

AcuVigil™ Dashboard
Network visibility and management dashboard that gives you a single view into every store for
monitoring and troubleshooting

App Catalog of Additional Services
An extensive catalog of cloud-based apps for mobile payments, loyalty, loT devices, analytics, and more

Cellular WAN Failover Service
Provides backup internet connectivity in case of primary service outage. Modem, cellular data plan, and
flexible carrier options

External Scans
Monthly external scans performed by a certified ASV. Acumera provides an Attestation of scan Compliance
(AOC) along with rescans as needed, and filing exceptions to assist with quarterly PCl compliance efforts

Managed Network Service Provider
Verifone and Gilbarco certified Managed Network Service Provider (MNSP)

Network Traffic Analysis
Global threat monitoring and analysis (intrusion detection system upgrade available)

Payment Systems Firewall
Segments and protects your payment card environment from the rest of your network

Perimeter Firewall
Protects your entire network and provides visibility to monitor and troubleshoot all connected loT devices and
applications, like ATMs, PCs, DVRs, etc.

PCI Toolkit
PCl tools offered by a PCl Level 1 service provider to simplify your compliance efforts

Secure Network Segmentation
Cloud-based app for managing network segmentation that is accessible through the AcuVigil
Dashboard

VPN Connection Setup
Connects headquarters securely to your distributed locations to access critical business information
(AutoVPN service not included)

AculLink™ Remote Access
AculLink Remote Access connection apps are enabled in the AcuVigil™ Dashboard and comply with PCI-DSS Optional
requirements 12.3.8 and 12.3.9

Verifone Commander One-Time Password
Improve operational efficiency by visualizing the Verifone Commander One-Time password (OTP) through Optional
the AcuVigil dashboard

Verifone Commander POS Backup Obtional
Daily cloud backups for POS config files P
Internal Scans

Registered network devices undergo monthly PCl internal vulnerability scans and the customer is provided Optional
with reports detailing identified vulnerabilities and their severity

ATG Tank Monitoring Obtional
Enables ATG data connections to your AcuVigil Dashboard and your fuel telematics provider P
Web Filter Service

Provides both proxy and DNS-based filtering solutions that allow customers to limit Internet access via Optional
categories and restrict undesirable content to enhance network security (allowlist and blocklist)
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